“If there’s a recession-proof idea that’s not cyclical, it’s
cybersecurity ... everything in our lives is going from
analog to digital. When that happens the most important

thing becomes protecting digital assets, and all these
~ people trying to hack into companies and governments’

Menlo Ventures’ Venky Ganesan

The Dynamic Cyber Security Investment World
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Herndon, VA



CSO Magazine
These top-level numbers summarize the cybersecurity industry over the past year and indicate what's in store
for the next five years.

* Cyber crime damage costs to hit $6 trillion annually by 2021 up from S3 trillion in 2015. This represents
the greatest transfer of economic wealth in history, risks the incentives for innovation and investment, and
will be more profitable than the global trade of all major illegal drugs combined.

» Cybersecurity spending to exceed $1 trillion from 2017 to 2021. Global spending on cybersecurity
products and services are predicted to exceed $1 trillion over five years, from 2017 to 2021.

e Cyber crime will more than triple the number of unfilled cybersecurity jobs, which is predicted to reach
3.5 million by 2021. The cybersecurity workforce shortage is even worse than what the jobs numbers
suggest. As a result, the cybersecurity unemployment rate has dropped to zero percent.

 Human attack surface to reach 6 billion people by 2022. As the world goes digital, humans have moved
ahead of machines as the top target for cyber criminals. Cybersecurity Ventures predicts there will be 6
billion internet users by 2022 and more than 7.5 billion internet users by. The hackers smell blood now, not
silicon.

* Global ransomware damage costs exceeded S5 billion in 2017. That's up from $325 million in 2015 — a
15X increase in two years and expected to worsen.




Cyber Security

Global spending on
“cybersecurity” products
and services, including
“information security”
will exceed $1 trillion
cumulatively from 2017
to 2021 — and will grow
by 12 to 15 percent
year over year —
according to a report
from Cybersecurity
Ventures.

Atlantic Council and the Zurich Insurance
group estimates that cyberattacks could cost
up to $90 trillion by 2030 if cybersecurity fails
to advance at a rapid pace.
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The worldwide cybersecurity market is

defined by market sizing estimates that range
from $75 billion in 2015 to $170billion by o
2020. (CyberSecurity Ventures) ®

B

Cybersecurity
workforce shortage to
reach 3.8 million by
2020. (Michael Brown,
® CEO Symantec)

Cyber attacks costing
businesses $400 billion to
$500 billion + a year.
(Lloyds of London)

“...up to 80% of breaches may
originate in the supply chain...

® p “ (SANS)

s

,, FY 2019 President’s Budget includes $15 billion of budget
, authority for cybersecurity-related activities, a $583.4

{ million (4.1 percent) increase above the FY 2018 Estimate.
U.S. Federal Government has

spent $100 billion on
cybersecurity over the past
decade.


https://cybersecurityventures.com/cybersecurity-market-report
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GLOBAL CYBERSECURITY EQUITY FUNDING SINCE 2013:

$21 BILLION

ACROSS

2,100 DEALS
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DEALS AND FUNDING BEAT FORECASTS

2017 was a record year for cybersecurity

Annual global deals and financing 2013 - 2017

$1,909

2013 2014 2015 2016 201

mm Disclosed Funding (SM) —Deals
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MORE INVESTORS ARE FLOCKING TO CYBERSECURITY THAN EVER BEFORE

2017 was a record year for unique investors

Annual number of 15t time investors in cybersecurity 2013 - 2017

403 Venture Capital
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339 Other
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2/
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Corporate/Corp VC
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30
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INVESTORS SHOW RISING INTEREST IN GROWTH STAGE ROUNDS IN 2017

Early-stage (seed - series ) deals fell to a 5-year low

Annual deal share by stage to private cybersecurity companies 2013 - 2017

%
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ISRAEL OFFICIALLY HAS THE 2N°P MOST CYBERSECURITY DEALS GLOBALLY

Well behind the US, Israel now tops the UK

Cybersecurity global deal share by country 2013 - 2017

m United States

Israel

m United Kingdom

Canada

m China

m Other
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Most well-funded cybersecurity
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The cybersecurity sector is gaining
momentum: in 2017, cybersecurity
startups
* raised a record $7.7B
* across 552 deals
* including a record of 10 S100M+
mega-deals.
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https://www.cbinsights.com/research/briefing/cybersecurity-2018-trends-and-startups-to-watch/

Increase

in attacks
against loT
devices

Attack Origin

2018

1 loT security

2 GDPR

3 Cloud security

4 Cryptocurrency & blockchain

5 Cyber-extortion & ransomware

Al/ML and emerging security
technologies

T Nation-state cyber-activity

8 Scale & targeting of cyber-attacks

9 Authentication & ID management

10 Cx0O & business culture issues

loT security
Security automation &
orchestration

IMalware & bad actor evolution

Ransomware evolution &
escalation

Nation-state attacks

Cloud security

Regulation, governance & cyber-

insurance
Mobile security

Industrial 1oT & critical
infrastructure

Sacial engineering
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The Internet of Things

Cx0 issues

Paolitically motivated cyber-attacks
Mobile security

Cloud security

New cyber-attack vectors &
targets

Ransomware & extortion

Security, privacy, law enforcement
& cyber-insurance

Malware evolution

Frequency and scale of cyber-
attacks
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Every 40 seconds a business falls victim to a ransomware attack. Cybersecurity Ventures predicts
that will rise to every 14 seconds ransomware damage costs will rise to $11.5 billion by 2019. The FBI
estimates that the total amount of ransom payments is approaching $1 billion annually.

Ransomware
5.4B

WannaCry
&) Symantec

attacks blocked Ty

ophos

ESET ® o ®
Kaspersky Lab @ CrowdStrike
0/0 Cylance McAfee
@ .Panda Security

M ft

I i Palo Alto Networks Mahvarebyl.es =
ncrease In new Bitdefender ® @  Carbon Black
(@] 16) @] F-Secure
ransomware Comodo. SentinelOne &) Endgame
variants Cisco
@ FireEye ®

@ Fortinet

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of January 2018 © Gartner, Inc


https://www.forbes.com/sites/forbestechcouncil/2017/09/21/what-it-means-to-have-a-culture-of-cybersecurity/#189651c4efd1
https://www.justice.gov/opa/speech/deputy-attorney-general-rod-j-rosenstein-delivers-remarks-cambridge-cyber-summit

Figure 21. Security technologies considered essential and very important
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Figure 1. Magic Quadrant for Managed Security Services, Worldwide
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* Global managed services market will grow from $107.17
billion in 2014 to $193.34 billion by 2019 (CAGR) of 12.5%)

Markets and Markets

* Small business: IT service providers remotely monitor and manage
customer networks, while increasingly shifting some customer workloads
to third-party cloud providers like Amazon, Microsoft Azure and IBM.

* Midmarket and Enterprise: Here, MSPs typically work side-by-side with
corporate IT departments, augmenting internal IT with a range of
proactive, remote services.

* Telcos and Cloud Services Providers: Industry giants like Amazon,
Microsoft, Rackspace and a range of telcos are integrating managed
services into their cloud and hosted services.

* Global Systems Integrators and IT Consulting Firms: Accenture, Atos
and CSC offer a range enterprise-class managed services. Even hardware
giants like Dell Technologies, HP Enterprise and IBM also compete in that
sector. CHANNEL e2e Research

* North America (NA) is expected to be the largest MSP in
terms of revenues generated

» Asia-Pacific (APAC) is expected to emerge as a high-growth
market
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The over-hyped cybersecurity

industry needs to evolve and
consolidate, which will mean

failed startups and business
models.

“It’s definitely overfunded,
massively so,” said Ravi
Viswanathan of VC firm New
Enterprise Associates, speaking
on a panel at CB Insights’ Future
of Fintech Conference (Mar 2018)

“We need a few years for it to
settle out but we’re probably
going to see a lot of deaths in
that space.”

However, Viswanathan noted
that on the flip-side this is an
industry where acquisitions are
common, and so there’s
opportunities for good exits for
successful companies

https://www.cbinsights.com/blog/cybersecurity-market-map/?utm_source=CB+Insights+Newsletter&utm_campaign=c5f300f160-Top Research Briefs 9 3 2016&utm medium=email&utm term=0 9dc0513989-c5f300f160-86212381
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https://www.cbinsights.com/research-future-of-fintech

Changing Security Threat Response Window — Time to Market

Big Bang Market Adoption
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What does it all mean?

In 2015, Ginni Rometty, IBM's chairman, president and CEO, said,
"Cyber crime is the greatest threat to every company in the
world."

Billionaire businessman Warren Buffet takes it a step further and
says that cyber attacks are the number one problem with
mankind, even worse than nuclear weapons.
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. “If there’s a recession-proof idea that’s not cyclical, it’s cybersecurity ...’

Dan Woolley
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